BACKGROUND CHECK INTERNATIONAL

INFORMATION
TECHNOLOGY/CYBER SECURITY
SOLUTIONS

‘The modern thief can steal more with a computer than a gun’- National
Research Council, “Computers at Risk”,1991.



Introduction
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The impact and influence of the internet over
the past few years has been immense. The
widespread availability of computers and
internet connections provides unprecedented
opportunities in every field-entertainment,
medicine, business, education.

There are two sides to a coin. The internet,

along with its advantages has also exposed

us to security risks. Cybercrime is one of the
major disadvantages of the internet.



What is Cybercrime??

Definitions of cybercrime include:

- the use of any computer network for
crime. (British Police)

- any criminal offence committed against
or with the help of a computer network.
(Council of Europe).



Some categories cybercrime are:

e Website Cloning

e Financial Fraud

e |dentity Theft

e Credit Card Theft

e Cybertheft

e Cyberharassment

e Fraudulent Electronic Mails.
e Cyberlaundering

e Virus / Worms / Trojans
among other criminal activities



Effects of Cybercrime:

There are many damaging consequen
cybercrime

e Financial loss
e Loss of reputation
e Reduced productivity



BCIl's IT / Cyber Security

Solutions:
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® Background Check International (BCl) is the pioneer of the Background
Screening industry in Nigeria, and we offer claims verification, investigative
due diligence, risk management and IT security / cyber crime solutions.

® We are members of the Association of Certified Fraud Examiners (ACFE)
USA, Nigeria Institute for Industrial Security (NIIS), and also the Association
of Professional Background Screeners (NAPBS) USA- of which we are its
first African member, and only African member of its International
Committee.

® We pioneered the African Alliance / Networking group among African
background screening, investigations & risk solution firms.



Goals of BCl's IT / Cybercrime

Investigation Unit
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e To help our clients reduce the vulnerability of their
Information and Communication Technology (ICT)
systems and networks.

e To help our clients develop and nurture a culture of
cyber security.

e To work collaboratively with public, private and
International entities to secure cyberspace.

e To help understand the current trends in
IT/cybercrime, and develop effective solutions.



Cybercrime Investigations
Cyber Forensics.

Cyber Policing & Fencing.

Cyber Intelligence Gathering.

Data Disaster Recovery

Corporate Online
Investigations.
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Website Cloning
Countermeasures

Parental Control Discreet
Investigation.

Penetration Testing /
Vulnerability Scanning.

Online Intellectual Property
Investigation.

Training and Security
Management.



Benefits:
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e Safer and secured cyberspace.

e The intellectual properties of our clients will be better
protected.

e Greater confidence in cyber space usage, thus
enhancing productivity.

e Our clients will have the opportunity of selling and
showcasing their services globally.
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e Manufacturing and Industrial Organizations
e Oil & Gas Companies

e Banks & Other Financial Institutions

e Government Parastatals

e NGOs

e Embassies

e Telecom Companies

e Schools

e Private Individuals.

e Hotels.



ompetent/Protessiona

Staff
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We have a team of proactive and dynamic
IT/Cyber security professionals. With wide
range of experience and competency in
cybercrime investigations and intelligence.

With certificates in but not limited to:
e Certified Ethical Hacking (CEH).

e Computer Hacking Forensic Investigation
(CHFI).



Scope of Coverage
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e \We effectively operate in the 36 states of
Nigeria and the FCT.

e We also collaborate with other IT/Cyber
Security agencies all over the world.



CK C TIONA

bci@bcilimited.com
www.bcilimited.com

Chris +234-805-767-7975
Seun +234-706-550-8822
Kola +234-702-724-0013.
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